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A Queston

02

Only API, can we extract hidden 

reasoning traces from proprietary LLMs?



Introduction: A Viral Wake-Up Call

02

The viral X post — millions of views

Answer is YES!



Case: What Extraction Looks Like

Injecting a stronger model’s encrypted reasoning into a 

weaker compatible model enables hidden reasoning 

extraction with a single transcription prompt. 

Only two API calls
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Why this paper?

1 (Not merely) a hot topic in the community

2
For clients, encrypted reasoning block != opaque, safe 

metadata

3
For servers, the risk goes beyond anti-distillation and 

extends to user privacy

4
For the future agent ecosystem, a trade-off between 

safety and efficacy



Background

• Why encrypted reasoning?

• Prevent exposure of underlying reasoning methods and 

model training techniques.



Background

• How to encrypt reasoning?

• Via extended-thinking blocks, which hide human-readable 

component and package it into an opaque, base64-

encoded signature.



Background

• Three critical operational functions of encrypted reasoning?

• Confidentiality

• Integrity

• Statelessness



Background

• A key prior finding on encrypted reasoning [1]

• Providers appear to be using a single global key to 

encrypt and authenticate every reasoning block

[1] Green (2026): https://blog.cryptographyengineering.com/2026/05/29/fooling-around-with-encrypted-reasoning-blobs/



Background

• Three forms of encrypted reasoning compatibility

• In- and cross-session compatibility

• Cross-user compatibility

• Cross-model compatibility



Background

• Extraction basis: Cross-model compatibility

• A user can replay reasoning blocks produced by one 

model in a request to another



Method

(1) Direct extraction

Attacker request

(2) Cross-model extraction

Capable model

Model-level 
refusal

System-level input / 
output defenses

High-cost, failed  

Capable model

Easy , success 

Weaker compatible model

Encrypted reasoning block



Method

• Two Injection schemes exploiting in- and cross-session 

compatibility:



Experiment and Result

Setup

• Weaker models as “Fuzzy” decoders: 

• Claude: Claude Haiku 4.5; 

• GPT: GPT-5.6-Luna; 

• Gemini: Gemini Robotics 1.6 

• Benchmark: AIME 2025, Codeforces, HLE

• Evaluation: Ratio of extracted reasoning tokens to API-reported thinking tokens; semi-
automated human/LLM-assisted inspection

• Public traces: Raw agent and session traces published online by other users



Experiment and Result

• First-party Attack Vectors (using own traces to attack the provider’s 

protection boundary)

• Distillation Attacks

• Jailbreaking 

• Third-Party Attack Vectors (using others’ traces, or traces given to 

others, to attack user data or workflows)

• Secret Extraction

• Prompt Injections



Experiment and Result

• First-party Attack Vectors - Distillation Attacks

Extracted traces closely track the number of generated thinking 
tokens. Each point is one of 120 Codeforces problems: x = API-
reported hidden thinking tokens, y = decoded reasoning tokens.



Experiment and Result

• First-party Attack Vectors - Distillation Attacks

• Extras: the case of Kimi-K3 —— beyond fine-tuning, probe 

unusual responses to proprietary reasoning (e.g., whether 

model a has distilled model b).



Experiment and Result



Experiment and Result

• First-party Attack Vectors - Jailbreaking



Experiment and Result

• Third-party Attack Vectors - Secret 
Extraction

• 6,708 publicly available agent 
trajectories, yields 315,320 
reconstructed reasoning blocks 

• recovered 704 distinct privacy 
artifacts (e.g., API key, password)

• Of these 704 artifacts, 64 
appeared exclusively inside the 
reasoning blocks



Experiment and Result

• First-party Attack Vectors - Prompt Injections

• Towards lone-horizon agentic workflows: an adversary 

can hide malicious instructions inside an opaque 

reasoning block within a shared trace or session.



Discussion

• Limitations and Scope

• Scope-limited: Tested in July 2026; No longer reproducible as of 

August 2026.

• Stochastic: Extraction relies on the decoder models’ generation 

capabilities. 

• Ungrounded: No plaintext ground truth for full token verification. 

• Non-exhaustive: Public trace scan is not a complete audit



Discussion

• Mitigations

• Architectural Revisions

• Cryptographic Contextual Binding

• Infrastructure Guardrails

• Provider-Side Revocation

• Model-Level Defenses

• Structural Limits Beyond Compatibility



Discussion

• Whether Reasoning Traces Should be Encrypted

• Should Reasoning Traces be Ephemeral? Neutral, e.g. 

Qwen models’ preserve_thinking parameter

• Summarizer Faithfulness. Neutral but skeptical, due to a

considerable number of instances of unfaithful summarization

• Pluralistic Monitoring. providing users with access to 

unredacted reasoning appears preferable
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Thanks for listening.

Questions & Discussion
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